NATIONAL SECURITY AGENCY 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 



FOIA Case: 105742A 
23 October 2019 

EMMA BEST 
MUCKROCK NEWS 
DEPT MR 63867 
411A HIGHLAND AVE 
SOMERVILLE MA 02144-2516 

Dear Ms. Best: 

This responds to your Freedom of Information Act (FOIA) request of 
19 November 2018 for “Files mentioning Cicada 3301, a group of hackers and 
cryptographers that recruited from the public on three occasions between 2012 
and 2014 by way of complex puzzles and hacking scavenger hunts.” As 
previously provided, your request has been assigned Case Number 105742. 

For purposes of this request and based on the information you provided in 
your letter, you are considered an “all other” requester. There are no 
assessable fees for this request. Your request has been processed under the 
FOIA and some of the documents you requested are enclosed. Certain 
information, however, has been deleted from the enclosures. 

We conducted a search for the requested material, and located material 
responsive to your request. Four documents are enclosed. Certain 
information, however, has been deleted from the enclosures. 

This Agency is authorized by statute to protect certain information 
concerning its activities (in this case, internal URLs) as well as the names of its 
employees. Such information is exempt from disclosure pursuant to the third 
exemption of the FOIA, which provides for the withholding of information 
specifically protected from disclosure by statute. The specific statute 
applicable in this case is Section 6, Public Law 86-36 (50 U.S. Code 3605). We 
have determined that such information exists in this record, and we have 
excised it accordingly. 

To the extent you are seeking intelligence records on the Cicada 3301 
group, to respond to your request, NSA would have to confirm or deny the 
existence of intelligence records on the Cicada 3301 group. Were we to do so in 
your case, we would have to do so for every other requester. This would 
enable, for example, a terrorist or other adversary to file a FOIA request with us 
in order to determine whether he or she was under surveillance or had evaded 
it. This in turn would allow that individual to better assess whether they could 
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successfully act to damage the national security of the United States. For such 
reasons, we can neither confirm nor deny the existence or non-existence of the 
records you requested. 

The FOIA exempts several categories of information from disclosure. Its 
first exemption indicates that it does not apply to matters that are authorized 
by Executive Order to be kept secret and properly classified in the interest of 
national defense or foreign relations. The fact of the existence or non-existence 
of intelligence records on any individual would reveal a connection or interest 
that is an appropriately classified matter. Paragraph 3.6(a) of Executive Order 
13526 (“Classified National Security Information”) specifically authorizes this 
type of response, also known as a Glomar response, to such requests made 
under the FOIA. 

Moreover, the third exemption under the FOIA authorizes the 
withholding of information specifically protected from disclosure by statute. 

The fact of the existence or non-existence of records responsive to your request 
is currently exempted from disclosure by the following statutes: Title 18 U.S. 
Code 798; Title 50 U.S. Code 3024(i); and Section 6, Public Law 86-36 (50 U S 
Code 3605). 

Information which is not responsive to the subject of your request has 
been removed from the enclosures and marked “Non-Responsive.” Further 
consideration of the non-responsive portions would be necessary, thus causing 
additional delay in our response. 


Since these deletions may be construed as a partial denial of your 
request, you are hereby advised of this Agency’s appeal procedures. 

You may appeal this decision. If you decide to appeal, you should do so 
in the manner outlined below. NSA will endeavor to respond within 20 working 
days of receiving any appeal, absent any unusual circumstances. 

* The appeal must be sent via U.S. postal mail, fax, or electronic 
delivery (e-mail) and addressed to: 

NSA FOIA/PA Appeal Authority (PI32) 

National Security Agency 

9800 Savage Road STE 6932 

Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 

The appropriate email address to submit an appeal is 

FOIARSC@nsa.gov. 
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It must be postmarked or delivered electronically no later than 90 
calendar days from the date of this letter. Decisions appealed after 
90 days will not be addressed. 


Please include the case number provided above. 

Please describe with sufficient detail why you believe the denial of 
requested information was unwarranted. 


fnrrtl J° U m f Y al8 ° C ° ntac J t our FOIA PubIi c Liaison at foialo@nsa.gov for any 
further assistance and to discuss any aspect of your request. Additionally vou 
may con act the Office of Government Information Services (OGIS) at the 
ational Archives and Records Administration to inquire about the FOIA 
mediation services they offer. The contact information for OGIS is as follows- 


Office of Government Information Services 

National Archives and Records Administration 

8601 Adelphi Rd. - OGIS 

College Park, MD 20740 

ogis@nara.gov 

877-684-6448 

(Fax) 202-741-5769 


Sincerely, 

/ /"? C h vuJtl f/Sl 

r r: 


Ends: 

a/s 


JOHN R. CHAPMAN 
Chief, FOIA/PA Office 
NS A Initial Denial Authority 
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B Canwest News Service 25 November 2013 

an7ly7S Uppsl^swed,^ *?““"• 3 3 ^--o,d computer 

when he came across'a messa n !re WaS "T m8 * e web ’ looking for distraction 

cicada.wikia.com/w^ki/What^lfappe 

The message was in stark white type, against a black background. 

iTri f : hishiy imei,i8em ind ™ d ^ * m 

and i, Will lead you on the road to finding”?We toft” “ ™ a8e Find * 
few that will make it all the way through Good luck * meeting the 

The message was signed: "3301 " 


A self-confessed IT security "freak" and a skilled 
interested immediately. 


cryptographer, Eriksson was 


secret information within Tdigital^fi^mo? 8 ? 3graphy: the conc ealment of 
image files. 8 le ' most of,en see " in conjunction with 

tried his luck 

A recipient who can work out the mHp f 

every ,00th pixel - can retrieve an entirdy of 
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randomized background "noise." 

encrypting messlgelfnsfdl digital' 'phmlgraphf 5 ™ ** ,UCti “ CBay ’ by 
tty his luck decoding th^message^rom!™° m,nS ' &iksson thou 8 ht he'd 

a reference ,o " T,benus 

He deduced it might be an embedded "( 
httpV/en.wikipedia.org^iki/Cac sardpher )Caesar ciphert 
http //en.wikipedia.org/wiki/Cae sarcipher)"( 
http.//en.wikipedia.org/wiki/Cae sar Hnhpr \ „ 

Feeling satisfied, he clicked the link. 

DUCK DECOY TAUNT 

It was a picture of a duck with the message- "Wn t r , 

hooks like you can', guess how * *°»* ** ^ 

"But it iose interest ’" sa,d Erikss ° n - 

all. 1 was hooked." harder ,han a Caesar cipher after 

r e ti •“ 

across the web, down teleohone linpc t f h d thousands of competitors 
•he globe, and into “ PhySKa ' ^ ^ 
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So far, he hunt has required a knowledge of number theory, philosophy and 

occukh m T' ^ mt r ^ b ° th CyberpUnk li,erature and Victorian 
occult has also come ,n handy, as has an understanding of Mayan numerology. 

'w, a „ S d" IS °t, featUred 3 P ° em ’ 3 tUndesS §uitar di,ty ’ a femme fatale called 
Wmd who may or may not exist in real life, and a clue on a lamp post in 

WHO, WHAT, WHY? 

Only one thing is certain: As it stands, no one is entirely sure what the 
challenge - known as Cicada 3301 - is all about or who is behind it. 

Depending on who you listen to, it's either a mysterious secret society a 
s atement by a new political think tank, or an arcane recruitment drive bv 
some quasi-mi,itary body. Which means, of course, eveiyone thinkTiYs L 

ha" Cmf 3 m ° re C ° mP,iCated Sud ° kU; f ° r 0thCTS ' * 

him °'It k°„r rS |T’ Er i, kS T n iS Sti " trying to work out what it ™eans for 

■ s, ultimately, a battle of the brains," he says. "And I have always had 
a hard time resisting a challenge." ays d 

On the night of Jan. 5, 2012, after reading the "decoy" message from the duck 
Eriksson began to tinker with other variables 

ANOTHER HIDDEN MESSAGE 

lakmg the duck's mockery as a literal clue, Eriksson decided to run it throuah 
a decryption program called OutGuessf http://www outguess ora' ) He had ^ 
success: another h.dden message, this time linking to anthermessage bo d 
on the massively popular news forum Reddit( http://www.reddit.eom/r/cicada/ 

Here encypted lines from a book were being posted every few hours But 

nnml V f St '' an8e Symbols com P risin g several lines and dots - Mayan 
numbers, Enksson realized. And duly translated, they led to another cipher. 
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Up to this point, Eriksson would admit, none of the puzzles had really 
equtred any advanced skills, or suggested anything other than a simile 
anonymous riddle-poser having some fun, ' 8 

interesting." *" ’ ““ ErikSS °"' ” A " d Parted gehtng 

UP A GEAR 

Suddenly, the encryption techniques jumped up a gear And the puzzles 

iMSttsasa-. 1 ** 

reminiscent ot the moth imagery in Thomas Harris’s The Silence of the I h 
- became a common motif. ence Lambs 

1 knew cicadas only emerge every prime number of years n nr n , 
avotd synchronizing with the life cycles of their 

It was all starting to fit together." 

l00 dh T n?° 0k ’ f ° r eXample ’ ,umed out *<> 
a poem about Cng Arthu ! n ^ n,it,ed4htal >• 

Christian medieval Welsh manuse^ ^h'” 08 ' 0 "’ 3 COlleC,i °" ° fpre - 

cyberp ™ k -- w«., m Gihso„ - 

irt of *** 

was programmed to erase itself after being read once ’ 

CODEBREAKERS UNITE 

rsrtr' ' h rr nds 0pamateur codebreakers joined 
where the firs rial A 4chan ’ the anarchic ‘"'ernet forum 

collective intelligence an^rnl:: d ^ 
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Within hours they'd decoded The Lady of the Fountain. The new message 

a ”°‘ her SUrprise: '' Cal1 us ■" !t read - ” a ' telephone number 214- 

P ' y * ls p0lnt ’ onl > a few da Y s after the original image was posted 
Eriksson had taken time off work to join the pursuit full time. 

UNEXPECTED TURN 

"This was definitely an unexpected turn," he recalled. 

iroir the ,lrSt hmt tha ‘ th ‘ S m ' ght n °‘ JUS ‘ bC thS WOrk of a random Internet 


Although now disconnected, the phone line was based in Texas, and led to an 
answering machine. There, a robotic voice told them to find the prime 
numbers m the original image. By multiplying them together, the solvers 
ound a new prime and a new website: 845145127.com( http://845145127 com 

the rightTpatT" ^ a " d 3 hUge P ' C ' Ure ° f “ cicada confi ™ed they were on 

It was thrilling, breathtaking by now," said Eriksson. "This shared feeling of 
discovery was immense. But the plot was about to thicken even more." 

14 GPS CO-ORDrNATES 

Once the countdown reached zero, at 5 p.m. GMT on Jan. 9, it showed 14 
GPS co-ordinates around the world: locations in Warsaw, Paris, Seattle Seoul 
Arizona, California, New Orleans, Miami, Flawaii and Sydney. 

In Sweden, Eriksson waited as, around the globe, amateur solvers left their 
apartments to investigate. And, one by one reported what they'd found- a 
poster, attached to a lamp post, bearing the cicada image and a QR code (the 
black-and-wh'te bar code often seen on adverts these days and designed to 
take you to a website via your smartphone). 

It was exhilarating, said Eriksson. "I was suddenly aware of how much 
effort they must have been putting into creating this kind of challenge." 

For the growing Cicada community, it was explosive - proof this wasn't 
ere y some clever neckbeard in a basement winding people up, but actually 
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a global organization of talented people. But who? 


Speculation had been rife since the image first appeared. Some thought Cicada 
(AmTuil l 6 3 PR S ‘ Um; 3 Particularl >’ labyrinthine Alternate Reality Game 
lew moX orcar COrP ° ratl0n ‘° “ d di -PPO-«ngIy, promote a 


ENTER ’WIND' 

Microsoft, tor example, had enjoyed huge success with their critically 
acclaimed 1 Love Bees( http://en.wikipedia.oig/wiki/I_ Love Bees )ARG 
campaign. Designed to promote the Xbox game Halo 2 in 2004 it used 

ran om pay phones worldwide to broadcast a War of the World’s-style radio 
drama that players would have to solve. 

But there were complicating factors to Cicada. For one, the organizers were 

actively woi king against the participants One "solver" a fpm;U v 
as Wind from Michigan, contributed to 

before the community recognized that she was deliberately disseminating false 
Other interference was more pointed. One long, cautionary diatribe left 

rZm ex CicTdf "t ^ PM, * bin( htt P :// P aste ^«om/ ). claimed to be 
organization^ bym s“ 3 n ° n - Eng,iSh ^ “> 


academics who were dissatisfied with the direction of the world " The’ i 
Ob e eXsch a,med ’ WaS ‘° tranSf0m hUmanity in, ° ,he Ni ^chen 

'DANGEROUS ORGANIZATION' 

"This is a dangerous organization," he concluded, "their ways are nefarious." 

.he'al°Brh r aiS Ilhe U ZZ 1Z* * 3 reCrui,m “ d ™ by 
a -rch for highly talented c Jolo^t ££^ 
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such tactics had been used. 

Back in 2010. for example, Air Force Cyber Command - the United States’ 
hacking defence force, based at Fort Meade in Maryland - secretly embedded 
a complex hexadecimal code in their new logo. Cybercom head Lt.-Gen Keith 

Alexander then challenged the world's amateur analysts to crack it (it took 
them three hours). 

And in September of this year, the U.K.'s GCHQ launched the Can You Find 

root oiftheTT r v''!.' C0 - Uk/ 1 ,mtiatiVe ’ a senes of cr yP" c codes designed to 
root out the best British cryptographers. As GCHQ's head of resourcing Jane 

Jones said at the time, "It's a puzzle but it's also a serious test - the jobs on 
oner here are vital to protecting national security.'' 

RECRUITMENT TACTIC? 

Dr. Jim Gillogly, former president of the American Cryptogram Association 

as been cracking similar codes for years and says it's a tried and tested 
recruitment tactic. 

"During the Second World War, the top-secret Government Code and Cypher 

C ,i° U C! crossword P uzzi es printed in The Daily Telegraph to identify P 
good candidates for Bletch'ey Park,” Gillogly said. "But I'm not sure the CIA 

case notwitht’nd “f a B ° th are Care&i Wi ' h SeCUnty ’ ,he recent Snowden 
case notwithstanding. And starting the puzzle on [the anarchic Internet forum 1 

4chan might attract people with less respect for authority than they would 
want working inside." y 

But that doesn't rule out other organizations. 

'Computer and data security is more important than ever today ” said Gilloslv 
The proliferation of wireless devices, mobile telephones, e-commerce webles 
such as Amazon and chip-and-pin machines, means the demand for 
ciyptologists has never been higher. 


Tine of the more important components of security systems is the efficacv of 
•he cryptography being used,'' Gillogly said, "which means c™,a„ ysts L 

se^'ic ft Cma M ‘ han eVCT bef ° re - lon ^ust 'he fi? 

services. It could just as easily be a bank or software company [behind 
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Cicada]." 

HACKERS HUNTING TALENT? 

Eriksson himself agrees. As a regular speaker at Black Hat Briefings - the 
secretive computer security conferences where government agencies and 
corporations get advice from hackers - he knows certain organizations 
occasionally go ’fishing" for new recruits like this. But to him the signs point 
to a recruitment drive by a hacker group such as Anonymous. § P 

”1 can’t help but notice," he said, "that the locations in question are all places 
Winsome of the most talented hackers and IT secunty'researche" m thl 

Either way, their identity would prove irrelevant. When the QR codes left on 

orEVoT r d ;\\ hidden message pointed ** 

1°llln ’ ° rt f ° r The ° ni0n Router ’ is an obscure routing network 

hat allows anonymous access to the "darknet" - the vast, murkv portion of the 

Internet that cannot be indexed by standard search engines. 

Estimated to be 5,000 times larger that the "surface" web, it’s in these recesses 
a you11 flnd human-trafficking rings, black market drug markets and 
terrorist networks. And it's here that the Cicada path ended. 

SHUTDOWN WAS ABRUPT 

After a designated number of solvers visited the address, the website shut 
down with a terse message: "We want the best, not the followers ” The chosen 
ew received personal emails - detailing what, none have said although one 

solver heard they were now being asked to solve puzzles in private Eriksson 
however, was not among them. P tnksson ’ 

TOR lhd^L b lmke a ’’te^id "If he " WaS t0 ° ' a,e l ° register my email a < the 

believe I woiifd ha h my slee P-* ake ^le had been different 1 

oeneve J would have been among the first.” 

S l R S re a a d fe '™io ek w at h r ’ 3 neW meSSage fr ° m Cicada was P° sted 

eaait. it read. Hello. We have now tound the individuals we som.hr Th„c 
our month-long journey ends. For now.” 8 ’ TllUS 
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All too abruptly for thousands of intrigued solvers, it had gone quiet 
FRESH MESSAGE 


Except no. On Jan. 4 this year there was something new. A fresh image with 

a new message in the same white text: "Hello again. Our search for intelligent 
individuals now continues." b 


Analys.s of the mage would reveal another poem, this time from the book 
Iuber Al Vel Legis( http://hermetic.com/legis/ ), a relig.ous doctrine by the 
ngltsh occultist and magician Aleister Crowley, From there, the solvers 

an P^Tfile 3 f!' e “ n,ainin S thousands of Prime numbers. And also 

an MP3 file, a song called The Tnstar Emergence( 

http://www.youtube.com/watch?v=Y AlfONCH-CY ) by the artist 3301 
which begins with the sound of - guess what? - cicadas. 

TRAIL GOES COLD AGAIN 

Analysis of that has since led to a Twitter account pumping out random 
numbers! https://twitter.com/l23I5070513 21 ), which in turn produced a 
gematria - an ancient Hebrew code table, but this time based on Anglo- 
axon runes. This pointed the solvers back into the darknet, where they found 
seven new physical locations, from Dallas to Moscow to Okinawa, and more 

® f T.‘ fj S Wh , e T °" Ce again ’ the ,rail has 8°ne a o‘d. Another select group of 
first solvers" have been accepted into a new "private" puzzle tins time sav 
reports, a kind of Myers-Briggs multiple-choice personality test. ’ Y 

CiCada 3301 ^ " 0 ‘° knowing the source ’ or fundamental purpose, of 


"That's the beauty of it, though," said Eriksson. "It is impossible to know for 
sure until you have solved it all." 


That is why for him, and thousands of other hooked enthusiasts Jan 4 2014 
15 S ° ,mp0rtant tha *' s the next set of riddles is due to begin again. 
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Maybe all will be revealed then " 
it." 


he said with a grin. "But somehow, 1 doubt 


© Copyright (c) The Daily Telegraph 
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Cye us the farts, not Wiki P »iiaw w j ff fr j n n 

Oliver Kamm The Times 26 November 2013 

^o.<Srxttr^ y acknowled8es ,hat " not 3,1 

When the date of Prince William and Kate Middleton's weddine was 

— n went°to'the U WiWp«li'a*page for^’M^A 0 "'!"^ , With sharae ' ^ his “'leagues 

a moment's notice and entered into Wikipedia w'iAno^'" 8 detai '’ ' nVented 3 ' 
duly appeared in two national newspISt ^ ^ 

programme called Head to Head, to be broadcast in the new year 

amtScIa" ™ ' SUggested his — 

of Julian Assange 8 °° d - humoured| y compared my social skills to those 

“ education and literacy, 

^ll-^rittenfHTheproble^nTies^wh'ifc"^ 1 ^ 31 ^ 6 ’^^ 0118 ^ vani8hin 8 | y fe * «* 

wrong answer and ^‘ 
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(U) FYI: Open Source Artrcles: LEAKS, cyber, etc 07-Wy - 2014 
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Media Leaks . * • . * . 
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rred Kaplan National Posl 7 January 2014 00:00 GMT I (b)(3) -P L 8fi-7C 

^ d emrnn fnrSnmii l rn , says f, inner Ls .e, r „-^ !L f ’ ^ L ‘ 86 36 

aZ-"'”, W aSh,, ’ 8 . , ? n C °”»™ 7 January 2014 00 00 GMT .* -- 


1 TAIgTaSS lntbmarion Te egrapli Agcncy^p^j^^M^^^ 

02 37 GMT 

hicago Tribune (i January 2014 00:00 GMT 
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Richard Cohen Washington Post 7 January 2014 06 04 GMT 

aron Blake Washington Post 6 January 2014 00 00 GMT 
Leniency f„. j. f |, v „,., l . G MT 


1/7/2014: Weigel, David: SU,e Z ' n "" M "" ... 

L U . bnnjvl.-'i'v lii i J t j rnnmspfmenia 
L 7/2014: Samuelson, Robert: Washington Post 
Quuniiif free Paws fnr . Kami p, M | 
enmfer Rubin Washington Post 6 January 2014 00 00 GMT 

Pftft k'Den. W nn ,l |} 0 „. . . 
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Kertscher, Tom: Milwaukee Journal Sentinel 
imfcnuartliny f m f | nill , 

South China Morning Post 6 January 2014 00:00 GMT 
Lan Ihe N'S.t b f [| l |. | | r f p> 

Washingtoii Post 7 January 2014 00:00 GMT 

LiLC. onpnt im .am .. . , 


Ian MacLeod National Post ' 7 January '20H OMOGMt"*"'' "" r " l " lJi 

I l n msi flLmlkal 

Buelint. G y“ a fl™.'l r .„ 11 ^ , ™ 8 ° Tribune 7 January 2014 00.00 GMT 
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TR Daily 7 January 2014 00:49 GMT > r.K> AINf ] , I 

TlTJlr^ 2014 00:00 <*r 


1 '6 n Q 1 4 • e, ry ™ ^ ^ VM i 

- Storm, Darlene: Computerworld 

uscolr 11 ^ llnli ""il IMm 

I/O zU14 : Salon.com 
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^Ul llinp Snimtlen fl„, m - ff|| , 

1/6/2014 1 : Seattle Post-Intelligencer 
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Surveillance / Cyber 

OJCK HI'RF TORFri |?v Tr.TOP ory.rn,, , n ,„ , 

TO M M , N CF M lex 
K 11 Ml li'ltl lUO I C-IOP <>[ orm ii | | [ m„ t ivi 
f ** h;n ,hr 

Ic^thVZ Z'ZlTf** ‘° reCn ”' ,he best COdCT break - ™ * **«. «* clues that spans 

repeats ifsel^w^J mZZretuJ wulundiys*" 11 *' elUS ' V ' 33 °' 0 "' me puzzle ‘ which - "' histol 7 

SS.’JXt: aSked “• ,0 he “ «, real 

appeared on the image message board dchanorg” * ” "“h h ' S ' nC " dS Whe " the phol ° fir5 ‘ 

It was an image of white text against a black background that said: 

10 r «““■ "« - **- . There ,s a 
tneetmg the few that wil, Jake it ZT^lZoV^ “ ^ 

"* P “ ZZle inC ‘ Ude thf Na,,onal Se ™«V Agency, Cental 

Players coIlecT^^^ ^ ^ 

message appeared^.! JaTbte^reZas'a kZTdZrVho' 11 ^ h" 3 Cd " in8 Pr ° 8ram ' a Cr,ptlc 
were led to a website, which in mm led o a Reridh J / * ° were <*»* ta *** ** mystery 

senes of symbols and coded messages tn forum called a 2e7j6ic78h0j " that revealed a 

h,dd rz ges - »««-«• -«*^ .e 

revealed, P a2e7,6,c7Sh0j torum. Once decoded, a U S phone number was 

srr r sag ; tbr ca,te *■ - - —«cue, 

coordinates. Had 3 P ’ CtUre ° f 2 clcada a " d "*»« appeared to be geogiaphic 

—..«*. «*, 

scanned, revealed a P Had ” ° fa cicada and * QR code that, when 

message. 

b«.d<^bZ^ sev = ral ^dit.onal helper to solve the 

out to see one of the postern, which was located in Am, I P ? P ' workln e wlth him sent his father 
worldwide puzzle that they could confirm existed * m ** " aS 3 P h y sic aJ piece of the 

ImrgTn.ng'JyZJiZJJZZe dlffeZZcjZ ZZ ^ ° fthese pCoplc wcrc 

our minds. We started getting a little bit nervous in the chaZoZZeZd ' he ' ime “ °''' Hew a " 
symbols and coded text ton mtnCa ' e JuCS ’ 3 fmal messa 8 e was discovered on the Reddit fomm widi the 


« ends. For now. Thank vo „ 

despair. There will be mom opportunities like this one.' OT “ n °' reCeive ™ emai| . do 

SS.TC” - — - , 

rssr-* ™ «„ „ 
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Just like the previous year, a similar Bail of clues was revealed after the initial image appeared on 4chan 
including a sequence of prime numbers, an audio file and a mysterious Twitter account tweeting coded 
messages. 

One of the clues led to a bizarre test that was reportedly emailed to participants asked multiple-choice 
questions like: “I am the voice* inside my head" and “Observation changes the thing being observed.” 
The choices in answers included: true, false, indeterminate, meaningless, self-referential, game rule 
strange loop and none of the above. 

One oi the final pieces o i the 2013 puzzle is an email that was reportedly sent to those who passed the 
lest. There hasn't been much activity since that time, and much of the community following Cicada 3301 
anxiously waits for Jan. 4, 2014 to arrive, when a new clue might be posted online. 

What little information is known about Cicada 3301 has been posted on websites like Wikia and Giihub 
but no one seems to know who is behind the puzzle and what their motives may be for creating such an ’ 
elaborate trail of clues. 

Tekk has some theories of what the group’s end game may be, which he says was revealed to him when 
he found himself in a chat room, of sorts, with people claiming to the organizers the Cicada 3301 puzzle 
It seems like their end goal would be to have some kind of free and open cryptography and anonymity 
software released to the public, but that's just a small facet of what they're trying to do I don't think 
anybody actually knows what they're going to do from there,” he said. 


LT.ICh HFHI TOKFTI N\ TO TOP nr MFnrr IFtkkiKT 

L ULM I IKI TORFTIRN TO I.. m in M i I in, [ 'mint tier 

LUCK HI KF I II K L-L LKN T O-TOP OPOTHFR nmis- iht 

y t,nl " ’ > l " ,Wif,n JL-n loom hi - m , nimn l aml . 

throughout d,f£: firSl “ bled in 3 Pr0P0Sal by Eur0pea " CommisS,on in 2012 - "' ould responsibilines on the regulates and also on businesses 

t ™ HaX? ParHamcm ekct,ons - May But * — -«* 

“* him beC ° me rcgUla ' 0r in EUr ° Pe for maJM mU,, '" a, ' 0na,S With "' ad » Ireland, including 

IwZ^&^rrEU.^ 8 * 18 m ° mh ' Mr ^ ,nd,ca,ed he dld «“ «“ oft^g on .he respons.bdity for regulating such 

One-stop shop 

telecommunications firms and “the^wS of ^pla^te^lfhis^ffic* COmplaims about fte ,ikes L,f 

^However, as a good European, which 1 fry to be, 1 do accept the logic of die onc-stop shop and , will accept die consequences and the burdens that go with it,” he 

Mr HaWkeS S3,d he *“ — -panics operadng across the EU for 

- **»*-—*■ ■— * - 

a H tainf Xlte^'u'I'eXXwhat will'em %£*** * ** ,US, ' C ' A ' a “ ShaUer ensurc he ™ ad «l—new responsibilities . though 

Privacy campaigners such as the Austrian-based Europe v Facebook group believe h.s office has no, been sufficiently robust ,n its enforcement actions 

uXeirNSA's^sm “fa abou * of personal data 

relating to the privacy policies of Facebook, which undeXem S ' 0 " S 22 ^ g ™ P 

Light-touch regulation 

Mr Hawkes cau,iou sl y desenbes the approach taken by the components as "forceful" and, no, for die fits, time, rejects die suggestion of "light touch" regulation by 

2SX: * -ts •"r—* * - * * * ••• *•—- 

particular areas " ' necessarily mvolve always hinng more people on our staff. It can also involve using outside expertise to help us in 

Appk ft Mtjnd COmpleti " 8 3,1 aUd “ ° f thC °" HnC Pr0fCSSi ° nal nCtW OTking Scn ’ icc L “' European offices here. Thts year i, will carry ou, an audit of 

Mr HaWkCS POml5 OUl ,hl “ lnsh CitiZe " S ,end “ C ‘ >mp,ai " ab ™< —P-ies such as Google, which control huge amounts of their personal data 

policies last year It was recently fined €900 000 bv ffiTIpMXdXprotwfion atohorito E T P 5 an d f'j‘ p !? ,e “ on authorit '=s over changes announced to its privacy 
policy made i, hard for people to find ou, wha, would happ“ to toe ft C 1u * h * amblgU0US " ^ U5ed » "Wy 

The Dutch data protection authority a.so recently said some of Google's polices were no, In compliance with Dutch law The company said ,t had engaged with bod, 
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